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MEMORANDUM FOR: Chief,

ocE-Ms2- 0/¢

Communications Security Division, OC

Chief, Domestic Network Division, OC
Chief, Foreign Network Division, OC
INFO: Chief, Human Resources Management Division, 0C
25X1
FROM:
Chicf, Engincerlng orvision, OC
SUBJECT: 0ffline Cryptosystem Project Plan - Phase I (U)
1. The attached project plan describes Phase I of a two phasc
project to provide an offline cryptosystem for replacing the
Hw-28. (U)
2. Please indicate concurrence by signing and returning 25X1
page 1 of the attached plan. Comments and questions are welcomed.
25X 1 1f azau have any further questions, please contact
on (C) A9c5.2
25X1
Attachment:

As stated, h/w

DOCUMENT UNCLASSTFIED UPBRT
REMOVAL OF ATTACHMENT

WARNING NOTICE - INTELLIGENCE
SOURCES AND METHODS INVOLVED
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PROJECT PLAN

PROJECT NAME: OFFLINE CRYPTOSYSTEM REPLACEMENT PROJECT
PHASE 1 - REQUIREMENTS ANALYSIS

APPROVED:
C/ED
c/ep/cse N\ C
)
CONCUR:
0C-CSD
OC~FND
OC-DND
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l. SCOPE AND _SUMMARY - The Qﬁfice of Communications is presently
evaluating the communications terminal as a possible
replacement for the aging M=-28 terminal equipment currently in use
throughout the netwerk. This subproject will incorporate an off-line
cryptosystem into the terminal system, thereby eliminating the
need for the HW-28 equipment now in use as primary and backup off-line
crypto. This paper will examine the operational, technical, and

security requirements and discuss several possible approaches to the
problem. ~ '

2. PURPOSE - The original project that addressed off-line systems was
Project | |analyzed all currently available off-line
systems and selected the RACE (Rapid Automatic Cryptographic
Equipment) as the system that best fit the needs of a primary off-line
communications center. The RACE system was later adopted by OC as a
standard replacement for the HW-28 off-line terminals in primary off-
line stations.

The purpose of this project is to incorporate the RACE off-line system
into the M-28 replacement terminal to be used as either a primary or
back-up cryptosystem. All operational functions being met by the
H¥W-28 will be met by this systen. In addition, any possible
enhancements and automation will be developed and incorporated into
the overall system. The project has Dbeen broken into two phases:

first, a requirements analysis phase in which the[ | RACE, and

base station system capabilities and requirements will be identified.
This information analysis phase will develope an optimum design
approach to the system which will be summarized in the Phase 2 project
plan. The second phase of the project will be the actual design and
testing of a prototype system.

3. REASON - The current off-line cryptosystem is the HW-28, a slow,
labor-intensive unit that is no longer supportable in the long term.
It will be replaced by the microprocessor-based RACE system, the
cryptographic portion of which has already been certified as high-~
grade cryptology by NSA. The RACE has been approved by OC as a
replacement system for use in primary off-line stations.
Incorporation of the RACE crypteographic subsystem into. the new
terminal equipment at stations that are primarily on-line will provide
compatibility with the primary off-line statio i ifying
the Dbase station automation requirements | | In

addition, if the RACE crypto algorithm can be coded as part of the

then fewer ‘'stand-alcone' RACE units will need to be

PUICIIESEd, resurting in considerable cost savings. A stand alone RACE
unit will cost $12K in production quantities. This includes the
keyboard, 12 character display, and the associated support software
(text editing, I/0 handling), all of which are present| |

An objective of this project is to investigate whether a single board
processor could be designed to use | | existing 1/0
capability at a cost of less than $4K 1l production quantities),

19 JANUARY 1982 x SECRET « PAGE Z

Approved For Release 2005/08/03 : CIA-RDP88-00893R000200020011-9

25X1

25X1

25X1

25X1



25X1

25X1

25X1

25X1

oFF Apmoved Ferfielggse 2005/08/Q3 & £4ArRDP88-00893R00Q200020011-9 pagr 3

resulting in a cost savings of about 66%.

4. PROGRAM OVERVIEW = This project will be conducted as a major
subproject of the M-28 Terminal Replacement Project. The project will
be coordinated witn| |personne1 since both projects are
under develepment concurrently and deal with offline cryptographic
operations. ' :

~
¥

5. OPERATIONAL REQUIREMENTS

A. The final system must be TEMPEST (NACSEM 5100) approved and
high grade cryptology, (approved for processing all
classification levels through Top Secret Codeword).

B. The system shall be easy to operate, possibly by a non-0C
communicator, since it may be used infrequently at stations where
it is purely a back-up system.

C. The system shall ihterconnect with and/or form an integral

part of the permitting editing and storage of
messages.

D. Keying and key management should be as simple as possible.

E. Clearing garbles (i.e. due to loss of crypto~syncnronization5
should be either automatic or possible by bit- or character-
slipping. .

[}

6. SECURITY REQUIREMENTS - The system shall be TEMPEST approved and
capable of handling all levels of classifications. Ideally, the
system should be capable of operation (i.e. meet TEMPEST stanéards) in

or | anéd require no storage controls (other
thamn §¢ normally required for | |when in a power-off

state. Key storage will Dbe in volatile RAM. Because the RACE
algorithm g:::::] has already bheen approved by NSA, NO modification
will be made to the existing cryptographic software as it is used in
the RACE. The implementation of the input and output routines, as
well as key management routines that are currently used in the RACE
will be closely coordinated with OC-CSD and NSA. The final prototype
system will be documented and submitted to NBA for certification.

7. RESOURCE REQUIREMENTS =~ Precise requirements are difficult to
estimate at this stage of the planning cycle, but the following is
intended to give an approXimation of the level of effort and funding
that will be required for Phase 1 of this preject. Phase 2
requirements will be addressed in the Phase 2 project plan.

PHASE ONE HUMAN RESOURCES REQUIREMENTS:

19 JANUARY 1982 * SECKRET =x PAGE 3
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Apprx. 60 man-days engineering analysis and review of RACE
hardware and software documentation to determine operational and
technical parameters such as:

1. Memory size requirements

2. Implementation of the RACE algorithm)

3. 1/0 interfaeing
4. Operation of automatic key selection

5. Powef requirements
Apprx. 10 man-days OC-CSD engineering to assist in analysis of
RACE operation, technical requirements, and liaison with NSA.

Apprx. 5 man-days engineering to summarize analysis results and
prepare final project proposal document.

Apprx. 4 man-days management supervision, review, budget
preparations and revisions.

Apprx. 3 man-days each OC-FND, CSD, DND, and HRD review of
roject proposal.

PHASE ONE COSTS:
2 ea. RACE units for evaluation.....$25 K.

Prototype development (pa;ts, etc)..$ 8 K.

8. DEVELOPKENT PLAN - In the initial planning stages of this project,
several questions will require answers prior to formulation of an
approach to the system design. The characteristics and limitations of
tne[:::::::}erminal will have to be identified, along with an analysis
of the RACE software. This requires the documentation of the RACE

SO ich is to be delivered within the next few weeks. from NSA.
Th oftware is presently being analyzed by OC-ED/CSB.
The RACE parameters such as memory size, Jgeneral organization and

utilization of the | _ Will impact the possible
integration of the algorithm into the

After these questions are answered, then one of several options may be
elected:

A. If the RACE algorithm will run on the Z-8B0 in the available
memory space of thq _J it _ahonld be possible to eXtend the
unused memory slots in the Lo include the RACE algorijithm.
This would involve adding adaictional memory to the

19 JANUARY 1982 » SECRET = ' PAGE 4
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B. If, Dbecause of security,
RACE algorithm will not fit
'black box' may Dbe developed.
only in the off-line mode.
separate microprocessor runni

memory, ~or-nawar - constraints, the
into the Lhen an external
The| pould access this box
The Dblack box would contain a

ng the RACE program.|

scftware would treat the external software as a function that

would return the encrypted or

decrypted character with t

handling all text editing functions. Possible difficulties with
this approach include TEMPEST--this involves design and
subsequent testing and debugging of a new TEMPEST unit. After

the  initial development,
implementing this algorithm

a single board microcomputer
and using | for 1/0

capability would be more cost-effective than buying stand-alone
RACE units for each field station.

C. Another option of the RACE hardware unit as a
peripheral unit to with the RACE handling the key
riable

management (key va , storage) and sending messages to
| like any other peripheral unit. This approach would
requitre

cost the most, since RACE unit
cost of $8.5K per unit in
equipment that would be used i

To accomodate these requirements, t

e least modification to either equipments, but would

s would have to be purchased (at a
quantity) for each field station,
nfrequently.

he development plan will be broken

into two phases. Phase 1 of the project will address the analysis of
the RACE unit hardware and software documentation to determine the

parameters needed for the system

design. This analysis will take

place as a parallel effort with thd

software analysis currently

underway in OC-ED/CSB. The final

proguct of Phase 1 of this project

will be & proposal for the best possible system based on this study.
The task breakdown for this phase of the project will be:

1. Obtain RACE units and software documentation from NSA. A

memorandum will be submitted f
through official channels.

ormally requesting this information

2. Perform software and hardware analysis on RACE using the
Microprocessor Development Lab. This analysis will determine the
operational and technical parameters needed for the design of an

integrated system with

for example, the meémory size

requirements.

3. Identify RACE _svstem
implementation in ths

parametrers and requirements for

4. Compare RACE reguirements | capabilities.
(obtained from current evaluation). This comparison will be

based on the latest software information

5. Formulate possible syst

em design approaches, summarize

analysis and best design approach in final project proposal.

19 JANUARY 1982 * SECRET =* ‘ PAGE 5
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At the end of Phase 1, a decision will be reached on which option to
use, (A, B, or C, above) to implement the off-line system. When this
decision is made and approved by management, then the project will
proceed with Phase 2. '

9. DEVELOPMENT SCHEDULE - The following schedule is a tentative
schedule for the completion of Phase 1.

L
¥

Phase 1 . Week Ending:

Obtain RACE PrOtOLYPE.teeceersvscsssecessansessanses 6 NOV 81 #

Interface and test RACE;{ severessssss2l NOV Bl =

Send Memo to NSA requesting RACE ddcumentation.....3o Dec 81 =
Obtain documentation of RACE algorithM...eecesesees15 Jan 82 =
Analyze RACE algorithm......ce.veeseese-..15 Jan - 19 Feb §2
RACE algorithm parameters identified....evceeeen.e..1l2 Feb 82
Formulate design approach........ esnessssesl Feb - 26 Mar 82
Select and order prototyping materialsS..... seseses.l12 Feb 82
Coordinate design with[:::::]DND project team......l2 Mar 82
Design review meetings ceeeceessacesacsss nessseseeal? Feb 82
12 Mar 82

26 Mar 82

Write Phase 2 project pPlaN.cisseccceessesseassesesssa12 Mar 82
Phase 2 Project Plan review/approval..... ciesesan ..26 Mar 82

* - Completed as of 19 January 1982
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PRELIMINARY PROJECT PLAN

PROJECT NAME: OFFLINZ CRYPIOSYSTEN REPLACEMENT PROJECT
PHASE 1 - REDQUIREMENTS ANALYSIS

APPROVED:

C/ED_

C/ED/CSB_
CONCUR:
3C-C30__
OC-FND___________
OC-DND_____ _—
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1. SCIOPE AND SUAAARY - _The Jffice of Communications is
presently evaluatiny the ﬁ communications
terminal a3 a possible replac2ament for the aginy #-28
terminal eguipment currently in ase throughout the networke.

This subpro i will iocorposratz an off-line cryptosystea
into the |terminal syst2m, thereby eliminating the
‘need for the W-28 equipment now in use as primary and
backup off-line crypto. This paper will examine the
oparational, technical, anl security - reguirements and

discuss several po2ssible approachss to the problem.

2., PURPOS® - Th=2 original project that addressed ocff-line
systams  Was ProJact |ana1yzed all currently
available off~-line Systems and selected the RACE (Rapid
Automati: Cryptojraphic <Zquipm2nt) as the system that best
fit tha aecds of a2 primary off-line communications center.
Tha wAJ? system 4as  Jater adopted by 0OC as a standard
replaceaent for ths= HW-28 off-line terminals in primary
off-1line stations.

I'he purpose of this projest is to incorporate the RACE
off-lin2 systea iato the 4-23 replacement terminal o be
us=2d as either a1 primary or back-up cryptosysten,. Aall
oparitional functions being ns2t by the HW-28 will be met bY
this 3systoenm. In 3ddition, any possible enhancements and
automation «ill b2 developad and incorporated into the
overall system. Ta2 project has been broken into t#o phases:

first, 1 r2jquiren2nts analysis phase in which | |
RACZ, anl base stition system zaipabilities and requircments

111 ba- identifia=l. Thiz Lianformation analysis phase will
develop2 an optimum design approach to the system which will
ba summnarizad in taz Phase 2 proyject plan. The second phase
of th2 proj=act will be the actuil design and testing of a
prototyp? systoam.

3. REAS08 - The current off-line cryptosystem is the HW-28,
3 5lo0w, labor-int2asive wunit that is no longer supportable
in tha lon3y term. It 4111 be replaced by the
micronrocessar-basad RACEH system, the cryptographic portion
2f whica has alresily boeen ca2rtifiz2l as high-grade cryptology
hy N3, The RAZY has been approved by OC as a replicem=nt
systeam for use ia primary off-line statjions, Incorporation
of the RACe cryptoiraphic subsystem into the ned terminal
equipm21at  at  stations  tilat irz primarily on-line will
provile compatibilicy with the primary off-line stations,
thareby simplifying the base station automation requirements

‘n addition, if the RACK crypto algorithm

~aT Do ooa-s1 d5 o211t of softvare, then fever
*stand-1lone’ JAZT units” wiIL[ need *to be purchased,

sulting 1a considz2rcable zZost savings. A stand alone RACH
anit i1l <cost 33.5% to 3195 in production gquantities. This
inciudes the keyboard, 1. chicacter display, paper tap<

H HOVELMINR 198 SHCRET * PAGE 2
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reader (chad ta»>), and the associated support softwara
frovt 233ting, I/) handling) all of which are present in the

An objective of this project is to investigate
single board proczssor coull be i1osigned to use the

axistingy I/J zcapibility at 1 ==ost of less than 328 (in
production guantities), resulting in a cost savings of 80%.

i. PRXO5RA# OVERVITW - This project will be conducted as a
mijor subproject of the M-23 .Tearminal Replaceument Pro ject.
Tha project «ill bz coordinatsd with personnal

since both projects are unlar dsvelopment concurrently and
deal with offline cryptographic operations.

5. DPERATIONAL RIJUIRENMEHTS

A. The finil system must be TEMPEST (NACSEM S51C0)
approvad and high graie cryptology, (approved for
procassiny all classifization levels through Top Secret
Colavord).

8. The syst2m shall bs =2as y to operate, posszibly by a
noa-37 coaaunizator, since it may be used infreguently
at stations where it 15 purely a back-up system.

Ce The systaa shall inteczonnect with and/or form an
int2gral pact of the [::::fjfkystem, permitting eoditing

anl 3toraze »f messajes,

Da K2yinyg and key managem2nt should be as simple as
possible.

T Clearingy garbles (i. e. due to loss of
crypto-synchconization) shoold be either automatic oc
possible by bit- or charaztar-slipping.

6. SLOZURITY REZQJIIRZNENTS - Th2 system shall bz TEMPREST
approv-=ad and zapable of handling all levels of
zlassifizations. 1lzally, thie system should be capable of
ap2ration (i.a, mn22t TEAPZST standards) in or out of a
shislde=1i enclosur=2 and requict2 no storage controls (other
taan  tidse normally reguirzl  for | | «hen in a
pova2r-off state, X2y &storijge ¥ill be in volatile Ra¥,
Bdacause the 3ATe 1lyorithm has already been approved
by N34, ¥) modification willl be made to the existing
cryptogyraphic software as it is used in the RACE. The
ianlemantatioson of the input ind output routines, as well as
key manyyz2ment rodtines that 1r2 currently used in the RACE
will be closaly caovcdinated with 2C-CSL and N3A.

5 AQYEMNIZE 13381 * SECRu
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7. RE3Z0UZCE RZQUIREMENTS - Precise requicrements are
difficult to estivite at this stage of the planning cycle,
but the f21llo#iny is int2ni21 to give an approximation of

the leval of effort and funding that will be required.

Apprx. 69 mian-days enginea2ring analysis and review of
RAZZ hardsar2 and softvare documentation to determine
oparational ani technizal parameters such ass

1. Memory size razjuirements

2. Implanentation of (the “ACE algorithm)

J. 1I/2 interfacing

o OUp2ration of 3atomitic key selection

5e PodarC reguirements
Apoprx. 13 main-days OCZ-CSD engineering to assist in
anilysis of 2ACE operation, technical reguirements, and

liiison with d3A.

Apprx. 5 mia-lays engineering to summarize analysis
resules and prepare final project proposal document.

Bpnrx. 4 min-days minagya2ment supervision, raview,
buijet preparations ani csavisions.

Apprx. 3 man-12ys each JDC-FND, CSD, DND, and 48D review
o2f projsct vrodposal.

COSTrS:e
2 za. RACY units for evaluibtioNess..3$25 K.
Prototype davelopment {(pirts, etcl)..$ 8 Ke-
8. DEVZLOP?MaNY PLAY - In the 1initial planning stages of

this proajoct, several gquestions will require answers prior
to formualacion of an apoproich to the _system design. The

characttaristics aal limitations >f the terminal will
hav: to b2 ld2ntifiedl, alonjy with an brwoerr—=ar? of the RACE
softwarca, This rwquires the iocumentation of the RACE

softyar>» which 13 to be deliverai this week fronm NSA. The

softeira L5 presently ba2ing analyzed by OC-£D/CSB.

The RACo paramatars suzh 13 memory size, general
ocganizitiona and utilization of the encryption
aljyorithm «ill impact th=z possible iftegration of the
algorithm into the[:::::::Pnlt.

lttar thes= guestions are ansJz2red, then one of several

£

5 NOVEHZER 1981 * 38CRal * PAGz 4
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options may be elz2cred:

A. If tha 2ACY algorithas will run on the Z-80 in the
aviilable a2mory spaca of the it should be

331 3 t> 2xtend tha uriased memory slots 1ia the
t> include th2 RAZE algorcithm. This would
T

"Wwolve aldding additioanal memory to

B. 1f, b2ciuse of security, memnory., OT poaover
cons lints, the RACE a1lgocithm will not fit into the
then an externil ®"black box® may be developed.

rhe| hauld access this box only in the off-1line

roda, The black box would contain a sSeparate
MIZLOpProcaessoc cunning the RACE programe. The
softwara ¥2uld treat the external softwar a5 d

fuanctioa that would ra2turn the encrypted or decrypted
charact2r with the] |handlinq all text editing
fuactions. ?ogsible tffizulties with this approach
include THMPLSIT~-this iavolves design and subsequont
testing and debugging of a naw TEXPEST unite. After the

initial dovaldzpment, 1 single board microcomputer
implemanting this algorithn and using the [:::::f:}or

173 zapability would bs morz cost-effective than buying
Ao

scand-alone IRCE units for 23ch field station.

C. Another option would bz use of the RACE hardware
aunit as a paripheral unit to th with the RACE
handling the Key managamant (ke e I/0, storage)
and sendiny messages to  the like anyY other
paripheral urit. This approich wou require the least
mOiLLLCJLLOH to ejither eguipments, but would cost the
most, since RVCE units 4oull have to be purchased (at a
cost of $3.,5X per unit in quantity) for each field
station, ocguipment that would be used infrequently.

o accomodate th=2s2s reyuirements, the development plan will
be brokan into t4o phases,. Phase 1 of the project will
iddrass the analysis of the RAZS unit hardware and softwarca
documentation to le2termine th2 parameters needed for the
system design. Tiiz analysis will take place as a parallel

effort with the

in 2C-ZD2/7C038. The fianal proiuct of Phase 1 of thls project

will
this

softwire analysis currently underway

b2 1 provosil for th2 best possible system based on
study. Th2 task brzikdown for this phase of the

projact will bo:

1. Obtain 3A7E units and software documentation from
N5,

2. Perform software iand hardware analysis on RACE
using the Microoprocessarc Davalopment Lab. This analysis
will dletermiare the operitionil and technical parameters
az2del for th2 design oF in integrated system with the
£ 2xvmpla, th2 mnendry size requirements,

O NOVEZM4ER 1981 * SECRET + PAGE 5
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3. Identify
for implementation in

4. Coppare UACE reguirzments with

(obtained fronm

,[_lLLL_ne_basai

5.

Formulata
summacrize analysis
project propasal,

At the and of Phase

option to use, (A, 3,
Whean tiis

sYs5t27.

managama2nt,

)

WOVE[IBER

RACE

sy

possibla

decision

stam

irapeters and requirements
systema

systenm
anil best

rapabilities.

current evaluation). This comparison
an the latest software information fron

design approaches,
design approach in final

dezision will be reached on which
or C,

ibovz) to implement the off-line

is

made and approved by

then the project will proceed with Phase 2.

1981

L3

SulRET

~
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3. DEVELOPHENT S3CHEDULE - Th2 following schedule is a
tentative schedul2 for the zomplation of Phase 1.

Phase 1 Week Ending:
dbtain d1ocumentation of RACE 3130CithMeccescccensse 6 NOV 81
Analyze RACY algoCithMescscecscscocsesssadNov 81 - 15 Jan 82
RACE alyorithm paramaters ilentificedececccconenanssld Jan 82

F'Ot‘mulat’—" de Slqn iDpL‘OaCh-....-......-.‘lu DE‘C 81 -~ 15 Jan. 82

Coordinate design vith DN D prbject teaMeseewnal5 Jan 82

Deslgn review Me2lilgsS eececsesrecsesenasossnssssenseslB8 Dec 81
8 Jan 82
15 Jan 82
Hdrlite Phase 2 proj2ct pPlaNessescesesscensesnvaeW/0 18 Jan 82

phfise 2 PLOJ“ t P].Jn EEVlF‘dfipDEDVﬁl....oo...-....zg J"ln 82

5 WOVh{‘TP 13831 * SECRVT = PAGE 7
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a SCOPE AND SUHMARY - The Dffice of Co mienjications is
presently evaluating the ﬁ commanications
terwinal as a possible Teplacement tor the aging ¥-28
terminal eguipment curcently in use throughout the netvork.
This subproject will incorporate an off-line cryptcsysten
into the replacement terminal system, thereby eliminating
the need for the HW-28 equipment now in use asg primary and
backup off-line cryptc. This faper will examine the
operational, techaical, and security regquirements and
discuss several possible approaches to the problen,

2. PURPOSE - The original project that addressed cff-1ine
systems was Project | | analyzed all currently
available off-line systems and selected the RACE (Rapid
Automatic Cryptographic FEgquipment) as the system that best
Fit the needs of a primary off-line communications center.
The RACE system was later adopted by OC as a stanpndard

replacement f{or the H¥-28 off-line terminals in ptimari?a

off-1line stations.

The purpose of this project is to incorporate the RACE
otf-line systea into the HX-28 ceplacement terminal tu be
used as either a primary orc back-up cryptcsystem. All
operational functions being met by the HW-28 will be met by
this system. In addition, any posslible enhancements and
automation will be developed and incorporated into the
avarall system.

3. BEASOK - The current coff-line Ciyptosystem is the HW-28,
a slow, labor-intensive unit that is no longer supportable
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in the 1ong terme. It will be replaced by tha fggf

microprocessor-based RACE system which has already been |
certified as high-grade cryptology by NSA. ljhe RACE hasz¥

been approved by OC as a replacement system for use in
primary off-line stations: Incorporaticn of the RACE into
the new terminal equipment at stations that are primarily
on~iline will provide compatibility with the primary cff-1line

stations, thereby simplifying the base station automation -

since both projects deal with the implecentation of RACE in
an external systens.
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requirements | | In addition, if the RACE
algorithe can be coded as part of the oftware, thea 25X1
fewer *stand-alone® RACE units ¥ill need to be purchased,
resulting in considerable cost savings.

4. PROGRAM OVERVIEW - This project will be conducted as a

major subproject of the ¥-28 Terminal t Project.

The project will be coordinated with perscnell > 25X1
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5. OPERATICHEAL HEQUIREMENTS

AR The final system must be TEMPEST approved and high
grade cryptology, {approved for processing all
clagsification levels throuagh Top Secret Codevord).

B. The systeam shall be easy to operate, possibly by a
non~-0C communicator, since it waay be used infrequently
by stations where it is purely a back—-up systen.

C. The systea shall interconnect with and/or form an
integral part of the system, permitting editing
and storage of messagess

D. Keying and key management should be as simple as
possible. '

E. Clearing garcbles (1. e, due to loss of
crypto-synchronization) should be elther automatic or
possible by bit- or character-slipping.,

6o SECURITY REQUIREMNENTS -~ The system shall be TEHPEST
approved and capable of handling all levels of
classifications. Ideally, the system should be capable of

operation |and require po
i conttols (oLher an ose normally required for the
when 1in a pover-off state, Key storage wil: be in
volatile RAHN. Because the RACE algorithm [::;ii;] has
already been approved Ly NSA, N0 modification w1 2 mpade
to the existing software as it is presently used in the
RACE. The implementation of the input and output routines,

as well as Kkey management roudtines that are currently gsed
in the RACE will be closely coordinated with CC-CSD and NSR.

7. RESQURCE REQUIRENENTS -~ Precise reguirements are
difficult to estimate at this stage of the planning cycle,
but the following is intended to give an approximation of
the level of effort and funding that will be reguired.

Apprx. 60 wan—~davs engineering analysis and review of
RACE havdware and software documentation to determine
operational and technical parameters such as:

1. Memory size required

2. Impleamaentation {the RACE algorithm)

3. I/0 interfacing
4, Dperation of automatic key selection

9 Power requirements
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ApprX. 10 man-days OC-CSD engineering to assist in
analysis of RACE operation, technical requirements, and
liason with NSA.

Apprx. 9% man-days engineering to summarize analysis
results and prepare final project proposal document.

Apprx. 4 man-days management supervision, reviews,
budget preparations and revisionse.

Apprx. 3 man-days each O0C-FND, CSD, DND, and HRD rceview
of project proposal.

COSTS:
2 ea. RACE units for evaluat ion..»-3525 K.

Prototype development {(parts, etc)..$ 8 K.

8. DEVELOPHENT PLAN - In the initial planning stages of
this project, several guestions will require answvers prior
to formulation of an approach to <the t design. The
characteristics and limitations of the[ffiZfiZ}erminal will
have to be identified, along with an analysis of the RACE
goftvare. This requires the documentation of the RACE
softvare which is to be delivered within the next few weeks

from NSA. The software is presently being analyzed by
0C-ED/CSB.

The BACE parawmeters such as memcry size, general
organization and utilization of the [ |encryption
algorithme «ill impact the possible integration of the
algorithm into the

After these questions are ansvered, then one of several
options may be elscted:

A. If the HACE algorithm will run ep the Z-~80 in the

available memory space of the it should bhe

possible to extend the uanuase memory siots in the
[fi:::;:] to include the RACE algerith i would

Involve adding additional memory tc the

B. IE, because of security, memory, Oor pcWer

rggga;;ﬁints, the RACE algorithm will not fit into the
then an external "black box* may be developed.
The would access this box only in the off-1line

wode. € biack box vould contain a
microprocessor runaing the RACE programs. The

software would treat the external software as a
function that would retugn the encrypted or decrypted
character with the [::::::]handlinq all text editing
functions. Possible difficulties with this arpvroach
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include TEHPEST--this involves design and subsequent
testing and debugging of a4 new TEMPEST unit. After the
initial development, a single board microcomputer
implementing this algorithm and using| |for
[/0 capability would be more cost-effective than buying
stand-alone RACE units for each field station.

C. Another option would be wuse of the RACE hardware
unit as a peripheral unit to | | with tne RACE

handling the key management ey variable I/0, storage)
and sending messages to | like any other
veripheral unit. This approach would reguire the least
wmodification to either equipments, but would cost the
most, siace RACE units would have to be purchased (at a
cost of $8.5K per unit in gquantity) for each field
station, equipment that would be used infrequently.

To accomodate these reguirements, the development plan will
be broken into tw¥o phases. Phase 1 of the project will
address the analysis of the RACE unit hardvare and softvare
documentation to determine the parameters needed for the
system design. This amalysis will take place as a gparallel
effort with the[::::::] software analysis currently underway
in OC~-zZD/CSB. The final product of Phase i of this project
#ill bc a proposal for the best gossible system based on
these studies. The task breakdown for this phase of the
project will bhe:

A. Obtain RACE units and software docusentation fronm
NSA. )

B. Perform software and hardware analysis on RACE
usiunyg the Microprocessor Development Lab., This analysis
#will determine the operational and techmical parametars
needed for the design of an integrated system with the
TRACOR; for example, the memory size requirements.

C. identify RBACE systemn paradeters aud requirements
for implementation in the

0. Compare uith[;::;:;] capabilities. {obtained fromn
current evaluation). This information will be based on

the latest software information fro

e Formulato possible systen design approaches,
summarize analysis and best design approach in final
project proposal.

At this point, a 1ocision will be reached on which option to
use, (A, B, or C, above) to implement the off-line systen.
When this decision is aade and approved by management, then
the project will procead with the design of the
implementation (Phase 2).
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TO: (Name, office symbol, room number,
ullding, Agency/Post)

Initials | Date

Ao |17

1. AC/EAB/CES
2. C/EAB « ”/ 24
3. C/PDB ﬂﬁ d %V
a._c/T5B w /4
s. AC/CSD J@ i\)v”'
Action File Note/énd Return
Approval For Clearance Per Conversation
As Requested For Correction Prepare Reply
Circulate For Your Information See Me
Comment Investigate Signature
Coordination Justify
REMARK
6. Ssa?m G.

It is my understanding that several questions
concerning RACE's interface with

at the 10 Nov, COMSEC staff meeting.

|were raised
Attached is the

latest M-28 replacement "Prelimenary Project Plan".
Hopefully, it will answer wany of those questions.

Should additional information be needed, I will be

happy to arrange a detalled briefing. The attached
copy supersedes the Project Plan dated 29 Oct.

Sam

DO NOT use this form as a RECORD of approvals, concurrences, disposals,

clearances, and similar actions

FROM: (Name, org. saymbol, Agency/Post)

Room No.—Bldg.

Phone No.

1-10
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TO: (Name, office symbol, room number, Initials { Date
uilding, Agency/Post)
1. _C/0C-CSD/FAB/CES b | 7 137

2. C/0C-CSD/EAB 2|3

3. C/PDB - ke | ! //7/
W H r//?

4. C/TSB

8. AC/CSD A~ \\\Z
Action File Note and Return
Approval For Clearance Per Conversation
As Requested For Correction Prepare Reply
Circulate For Your Information See Me
Comment Investigate Signature
Coordination Justify

REMARKS

6. Sam Greenfield

Attachment is FYT

COMSEC renresentatjves ‘arel Iand
plso represented us on the

TALLE CONIr ccee,

DO NOT use this form as a RECORD of approvals, concurrences, disposals,
clearances, and similar actions

FROM: (Name, org. symbol, Agency/Post) Room No.—Bldg.
Phone No.
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